Ubuntu 22.04 3= CUPSA
1. 25 cups REE

apt install cups

vim /etc/cups/cupsd.conf

> 1&%184T7 Listen’0.0.0.0:631

> {&22241T Browsing OffyBrowsing On

> fE2917 NN ServerAlias *

> fEfTjorder Allow,Deny4T F7tnATlow all

2 FiZhplit e TIE

p

=ta]s

1ARSS

sudo apt install python-is-python3 Tibavahi-core-dev

sudo apt install hplip hplip-data printer-driver-hpcups -y

sudo apt-get install --assume-yes python3-pip
sudo pip3 install --upgrade pip

sudo apt-get install --assume-yes libleptonica-dev
sudo apt-get install --assume-yes tesseract-ocr tesseract-ocr-all

sudo apt-get install --assume-yes libtesseract-dev

sudo -H pip3 install tesserocr
sudo -H pip3 install opencv-python
sudo -H pip3 install PyPDF2

sudo -H pip3 install imutil

sudo -H pip3 install scikit-image
sudo -H pip3 install scipy

sudo apt install ocrmypdf

3.7EdEroot R T#H1T ./hplip-3.22.04.run

A0FT%EE hp-plugin:
hp-plugin -i

5.1517IsushEE RANEIAIUSBIRE

6. linuxFFRINZIIpadmin R4

sudo usermod -aG Ipadmin $USER

7B EBRcups

sudo systemctl enable cups
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Ubuntu 24.04 Z3EFileManagerfis3
1. ZBETHNRRIRS

systemct] disable --now unattended-upgrades

sudo apt-get update -y

sudo apt remove cloud-init -y

sudo apt install vim tree net-tools iputils-ping software-properties-common -y

2. [FEZ A

timedatect] set-timezone Asia/Shanghai
apt install ntpdate -y

ntpdate ntp.aliyun.com

hwclock -w

W E 24 /NI [A]

vim /etc/default/Tocale

W

LANG=en_US.UTF-8

LC_TIME=en_DK.UTF-8

3.1lERsnapBRSS

snap Tist

snap remove 1xd

snap remove core20
snap remove snapd
systemct] stop snapd
apt remove snapd -y

4. FRRrootE R, H{EEES

B /etc/ssh/ssd_config

##|PermitRootLoginiT, fZ%N PermitRootLogin yes
systemct]l daemon-reload

WErootf#: passwd root

5.{Ec MR HIIE:

vim /etc/systemd/system/network-online.target.wants/systemd-networkd-wait-
online.service

fEserviceB N TimeoutStartSec=2sec

systemct] daemon-reload
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6 {EpipHERIE

1. 7E/home/Tinux FEJ&E. pip X Spip.conf it
2. mkdir -p /home/Tinux/.pip
3. vim /home/Tinux/.pip/pip.conf
[global]
index-url = https://mirrors.aliyun.com/pypi/simple/
[install]
trusted-host=mirrors.aliyun.com
4. mkdir -p /root/.pip
5. cp /home/1linux/.pip/pip.conf /root/.pip/pip.conf

7. 2% zerotier

curl -s https://install.zerotier.com | sudo bash

systemct] enable zerotier-one

zerotier-cli join 93afae5963a766fc

mkdir /var/lib/zerotier-one/moons.d

wget https://rowsea.com/000000b5b91d9c08.moon

mv 000000b5b91d9c08.moon /var/lib/zerotier-one/moons.d/
zerotier-cli orbit b5b91d9c08 b5b91d9c08

systemct] restart zerotier-one

8. &3 raid

1. apt install mdadm quota
2. WEMECRES , BB AR A, il /dev/sdb /dev/sdc /dev/sdd
Tsb1k
fdisk -1
3. JHMRHAR IR E
sudo mdadm --zero-superblock /dev/sd[b-d]
4. flgEraidffs
sudo mdadm --create --verbose /dev/md0 --Tevel=10 --raid-devices=4 /dev/sd[b-
el
5. B RGI
sudo mkfs.ext4 -0 project,quota /dev/md0
sudo mkdir -p /mnt/raid
sudo mount /dev/md0 /mnt/raid
6. FHFANEE
sudo mdadm --detail --scan | sudo tee -a /etc/mdadm/mdadm.conf
sudo update-initramfs -u
7. Wm#E " /etc/fstab:
echo '/dev/md0 /mnt/raid ext4 defaults,nofail,discard,prjquota 0 0' | sudo
tee -a /etc/fstab
8. JFIAWLBE R AR BN
quotaon -P /mnt/raid
9. HEEMIE WA AT
quotaon -Ppv /mnt/raid
10. I FEFEFIFEPEIRES
watch cat /proc/mdstat
11. RS S HEE 7 ik
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5 g S I B BT ? JREEE Sl G C A IHRAIDZ 4, i -zero-superblock JERFIES
5 MRIAD(E B
B GRS EEE? N /etc/mdadm/mdadm. conf#il/etc/fstab B IEME N, f& 15 RAID £ 44 745
)
TR 2 o R R ? i fimdadm --detail /dev/mdOEEE KA
BRI 8 5 BN : mdadm --add /dev/md0 /dev/sdx
PEREARIA TN -
RO DN B 5% 2 75 N SMRZE Y CAHERE F T-RAID)
R RIT R 5247 (fifihdparm -w)
A R G435, Wnoatime,nobarrier

0. R ARG IKERAID1TELRIES

1. EEMF 2 EAEE
cat /proc/mdstat
2.8
mdadm --assemble --scan
3. VKR L B ORAT
mdadm --detail --scan >> /etc/mdadm/mdadm.conf
update-initramfs -u
4 . % /etc/mdadm/mdadm. confZEMl N i AN G E S
ARRAY /dev/md/0

10.&F3&Esmartctl

apt install g++ gcc make -y

tar -zxvf https://rowsea.com/smartmontools-7.5.tar.gz
cd smartmontools-7.5

./configure --disable-dependency-tracking

make && make install

/usr/local/sbin/smartct]l -a /dev/sda

10.3XM-RISEMEREFREM -RRIXT %

route add default gw 10.129.168.1 # ANEAIAM610.129.168.1

route add -net 10.129.168.0/21 gw 10.129.168.1 eth0 # 10.129.168.0MEtEeth0M-F
# MR H route del -net 10.129.168.0/21 gw 10.129.168.1

win1O% X - i

route print #&EHM KRS (GE—51)

route add 10.129.168.0 mask 255.255.248.0 10.129.168.1 if <M-RKZ%5> -p

#MERKH route delete 10.129.168.0

11.&F3&Esamba

apt install samba
systemct]l enable smbd
mkdir -p /etc/samba/users/

/etc/samba/smb.confhit B AHEM LT 4 :
[global]
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workgroup = WORKGROUP

server string = %h server (Samba, Ubuntu)

log file = /var/log/samba/log.%m

max Tog size = 1000

Togging = file

security = user

;map to guest = bad user

#netbios name = Share Server

max connections = 1000

dns proxy = no

min protocol = NT1

# FEGURRER SO, nsocket, WA&ASCHE, FIFO%:

hide special files = yes

# R A S U R ) S A

hide unreadable = yes

;vfs objects = trim_perms full_audit

;full_audit:prefix = %u

;full_audit:syslog = true

;full_audit:success = create_file mkdirat renameat mknodat unlinkat
pwrite_recv pwrite_send pread_recv pread_send

include = /etc/samba/users/%U.share.conf

5 DURfif ok A SCEL S

;dos charset = UTF-8

;unix charset = utf-8

;display charset = utf-8

12. sambaFiiiRINEE=GS

vim /etc/samba/smb.conf

(=]
comment = Share Folder
path = /mnt/raid/www
guest ok = no
read only = no
browseable = yes
writeable = yes
create mask = 0644
directory mask = 0755
force user = <XfFEMH >
valid user = <®Z4H)/">

I A

useradd -M -s /usr/sbin/nologin <HF'4>

echo -e "<#fg>\n<#HiL>" | (smbpasswd -a -s <fH/7%4>)
B

smbpasswd -x <4 >

userdel -rf </fI/1 4>

#H A RS

smbcontrol all reload-config

12.%25=supervisor, FEpythonfis3s

apt install python3-pip python3-flask supervisor -y
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systemct] enable supervisor

Bvim /etc/supervisor/conf.d/pysmb.conf
[program:pysmb]

directory=/mnt/raid/www
command=/usr/bin/python3 pysmb.py
process_name=pysmb

autostart=true

autorestart=true

startretries=10

redirect_stderr=true
stdout_Tlogfile=/tmp/pysmb.log

EH sk supervisorct] reload
#rF&supervisorct] status

13.%25%PHP7.4

sudo add-apt-repository ppa:ondrej/php

sudo apt update

sudo apt install -y php7.4 php7.4-cli php7.4-fpm php7.4-mysql php7.4-xml php7.4-
curl php7.4-zip php7.4-mbstring php7.4-gd php7.4-iconv php7.4-pdo php7.4-sqlite3

B /etc/php/7.4/php.init DL FEMIME
upload_max_filesize = 20000M
max_execution_time = 60

memory_limit = 256M

doc_root = /mnt/raid/www

&% /etc/php/7.4/php-fpm.d/www. confr L 7B AUE
Tisten = /dev/shm/php-fpm.sock

systemctl enable php7.4-fpm

14.%2%Enginx

apt install nginx

f£/etc/nginx/nginx.conff include /etc/nginx/conf.d/*.conf L 7usinbl B
charset 'utf-8';

server_tokens off;

7B include /etc/nginx/sites-enabled/*;

f£/etc/nginx/conf.d/ F#idEfile. confxfF, BILA RN %
server {

server_name default_server;

Tisten 80;

root /mnt/raid/www;
add_header X-Frame-Options "SAMEORIGIN";

add_header X-XSS-Protection "1; mode=block";
add_header X-Content-Type-Options "nosniff";
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add_header Strict-Transport-Security "max-age=31536000; includeSubbDomains;
preload" always;

proxy_send_timeout 300s;
proxy_read_timeout 300s;
resolver 8.8.8.8 ipv6=off;
client_max_body_size 20000M;
client_body_buffer_size 128k;

# log files
access_log /var/log/nginx/file_access.log;
error_log /var/log/nginx/file_error.log;

index index.php index.html;

location / {
try_files $uri S$uri/ /index.php?$query_string;

Jocation /favicon.ico {
root /mnt/raid/www;

location ~ \.(php|phar)(/.*)?$ {
try_files $uri =404;
fastcgi_split_path_info A(C.+\.(?:php|phar))(/.*)$;

fastcgi_intercept_errors on;

fastcgi_index index.php;

include fastcgi_params;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

fastcgi_pass unix:/dev/shm/php-fpm.sock;

location /static {
root /mnt/raid/www;

systemct]l enable nginx

15. H{&EXES

mkdir -p /mnt/raid/www
TG F AR
chown -R www-data:root /mnt/raid/www

16.5Mizt

1. &F&pythonkRs T B
2. #i&ENginx, sambaZyis
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17.228 tty dIRSS

wget https://rowsea.com/ttyd.x86_64
mv ttyd.x86_64 /usr/local/bin/ttyd
chmod -R 755 /usr/local/bin/ttyd
/usr/local/bin/ttyd -w -p 8082 Togin

vim /etc/systemd/system/ttyd.service
[unit]

Description=ttyd - wWeb-based Terminal
After=network.target

[service]

User=root # LLERIIH S ShigqT, & fiE root

# WHRRMH root BR, NMEMHMFX—17, #HEAHEAIINSEL
ExecStart=/usr/local/bin/ttyd -W -p 7681 login # % Ebashil B %453

# WMARAFLR E BAEIHAMITAEESR, TUEH IR —47 GRED

# ExecStart=/usr/local/bin/ttyd -w -i 127.0.0.1 -p 7681 -U -1 /home/user -c
user:password bash

Restart=always

RestartSec=3

[Install]
wantedBy=multi-user.target

systemct] daemon-reload
systemct] enable ttyd
systemct] start ttyd

18.nginxBic &

location /ssh {
#auth_basic "Restricted Access";
#auth_basic_user_file /etc/nginx/.htpasswd;
proxy_pass http://127.0.0.1:7681/;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_http_version 1.1;
proxy_set_header Upgrade S$http_upgrade;
proxy_set_header Connection "upgrade";

19. 30 -RiERIF R GRS

vim /etc/systemd/system/static-route.service

[unit]
Description=Static Route Configuration
After=network.target

[service]
Type=oneshot
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ExecStart=/sbin/ip route add 10.0.0.0/8 via 10.122.44.1 dev enp2s0
RemainAfterexit=yes

[Install]
wantedBy=multi-user.target

systemct] enable static-route
systemct] start static-route

20.Z&redis

apt-get purge --auto-remove redis redis-server
apt install redis-server

systemct]l enable redis

#systemct] stop redis

#BMredi sTEfk 1T

#vim /etc/redis/redis.conf

##£ % dir /var/lib/redis

#BEUCN /mnt/raid/redis_data

#IR KR

#rsync -avz /var/lib/redis /mnt/raid/redis_data/
#chown -R redis:redis /mnt/raid/redis_data/
##H)dredis

systemct] restart redis.service

21. %5 mysql 5.7

vim /etc/apt/sources.Tist.d/mysql.Tist

deb http://repo.mysql.com/apt/ubuntu/ bionic mysql-apt-config
deb http://repo.mysql.com/apt/ubuntu/ bionic mysql-5.7

deb http://repo.mysql.com/apt/ubuntu/ bionic mysql-tools
deb-src http://repo.mysql.com/apt/ubuntu/ bionic mysql-5.7

apt update
apt-key adv --keyserver keyserver.ubuntu.com --recv-keys <fi#ID>
apt-cache policy mysql-server

apt install mysql-client=5.7.40-1ubuntul8.04
apt install mysql-server=5.7.40-1ubuntul8.04

systemct]l enable mysql
systemct] start mysql

F a3 AR 1) :

vim /etc/mysql/mysql.conf.d/mysqld.conf
bind-address = 0.0.0.0
character-set-server=utf8mb4

vim /etc/mysql/conf.d/mysql.conf
default-character-set=utf8mb4

mysql -uroot -p
GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' identified by '“#f3' WITH GRANT OPTION;
flush tables;
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flush privileges;

22 {#fcertbotHigiZIHFAIEH

apt install certbot python-certbot-nginx

H4T certbot certonly --manual --preferred-challenges dns --cert-name lzloyo.cn -d
*.1zloyo.cn #/REINtxtits

H¥ri4: certbot renew --force-renewal

nginx{d B SO

Tisten 443 ssi;

server_name it.lzloyo.cn;

ssl_certificate /etc/letsencrypt/live/1zloyo.cn/fullchain.pem;
ss1_certificate_key /etc/letsencrypt/live/l1zloyo.cn/privkey.pem;
include /etc/letsencrypt/options-ssl-nginx.conf;

ss1_dhparam /etc/Tletsencrypt/ss1-dhparams.pem;

23.nginxBe B/ O HE

Tocation /ping {
default_type application/json;
return 200 '{"code": 0, "version": "1.x"}';
#alias /var/www/version.json; // iR[85H % A %K

RAIDZEIR(E
1.mdadmiFE{E ERAFIEEIIFEIEI PGS

$ truncate -s 1G md0.img mdl.img md2.img
$ sudo Tosetup -f --show md0.img

/dev/1oop0
$ sudo Tosetup -f --show mdl.img
/dev/1oopl
$ sudo Tosetup -f --show md2.img
/dev/Toop2

2.83ZRAID,5ELARAID 0786, GUEZ—AIS3RERIRAID 0

$ sudo mdadm --create /dev/md0 --Tlevel=0 --raid-devices=3 /dev/loop0 /dev/loopl
/dev/Toop2

mdadm: Defaulting to version 1.2 metadata

mdadm: array /dev/md0 started.

BRI /dev/md0 BEECIESSALAY RAID BUE%, THA/NEA 3G, TJLUER mdadm --detail BE
FMER.
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$ sudo mdadm --detail /dev/mdO

/dev/md0:

version :
Creation Time :

Raid Level

Array Size :
Raid Devices :
Total Devices :
Persistence :

Update Time :
State :

Active Devices :
working Devices :
Failed Devices :
Spare Devices :

Layout :
Chunk size :

Consistency Policy :
Name :

UUID :
Events :

Number  Major

0 7
1 7
2 7

1.2

wed Feb 21 00:54:02 2024
raido0

3139584 (2.99 GiB 3.21 GB)
3

3

Superblock is persistent

wed Feb 21 00:54:02 2024
clean

O O w w

-unknown-
512K

none

hostname:0 (local to host hostname)
119661ca:ff0a76b7:28909e39:18af76dc

0

Minor  RaidDevice State
0 0
1 1
2 2

XIMAPASBAILUEIE /proc/mdstat BHE:

$ cat /proc/mdstat
Personalities :

md0 : active raid0 loop2[2] Toopl[1l] ToopO[0]
3139584 blocks super 1.2 512k chunks

unused devices: <none>

88 --stop IEIELE RAID:

$ sudo mdadm --stop /dev/md0
mdadm: stopped /dev/md0

$ 1s -Tha /dev/md0

1s: cannot access '/dev/mdO':

HE stop Zf5, WRFEBKE, TJLUFER --assemble 1EIN:

active sync
active sync
active sync

/dev/Toop0
/dev/loopl
/dev/1loop2

[raid6] [raid5] [raid4] [raidl] [raidO]

No such file or directory



$ sudo mdadm --assemble /dev/md0 /dev/loop0 /dev/loopl /dev/Toop2
mdadm: /dev/md0 has been started with 3 drives.

$ # BHMEH --scan 4L

$ sudo mdadm --assemble --scan

mdadm: /dev/md/0 has been started with 3 drives.

51X/~ RAID 0 #ris, PARRINIHZEEE RAID 1, RAID 5:

$ # RAID 1
$ sudo mdadm --stop /dev/md0
mdadm: stopped /dev/md0
$ sudo mdadm --misc --zero-superblock /dev/1oop0 /dev/loopl /dev/loop2
$ sudo mdadm --create /dev/md0 --Tevel=1 --raid-devices=3 /dev/loop0 /dev/loopl
/dev/1oop2
mdadm: Note: this array has metadata at the start and
may not be suitable as a boot device. If you plan to
store '/boot' on this device please ensure that
your boot-loader understands md/vl.x metadata, or use
--metadata=0.90
continue creating array? y
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/md0 started.
$ # RAID 5
$ sudo mdadm --stop /dev/md0
mdadm: stopped /dev/md0
$ sudo mdadm --misc --zero-superblock /dev/loop0 /dev/loopl /dev/loop2
$ sudo mdadm --create /dev/md0 --Tevel=5 --raid-devices=3 /dev/loop0 /dev/loopl
/dev/1oop2
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/md0 started.

INRIEEFHEZE mdadm PEFIZRIARBZ superblock, SEIHEMUTHESER:

mdadm: /dev/loop0 appears to be part of a raid array:
Tevel=raid0 devices=3 ctime=wWed Feb 21 00:54:02 2024

mdadm: /dev/loopl appears to be part of a raid array:
Tevel=raid0 devices=3 ctime=wed Feb 21 00:54:02 2024

mdadm: /dev/loop2 appears to be part of a raid array:
level=raid0 devices=3 ctime=wWed Feb 21 00:54:02 2024

3.EERIR(E

5 LM =&, XERTFE—RERR (RIF) BERTRIRE:

$ sudo mdadm --stop /dev/md0

mdadm: stopped /dev/md0

$ sudo Tosetup -D

$ sudo Tosetup -f --show md0O.img

/dev/1loop0

$ sudo Tosetup -f --show mdl.img

/dev/1oopl

$ # A /dev/md0 T AN, HHATEZR—REIPRE
$ sudo mdadm --detail /dev/mdO
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/dev/md0:

version :
: Thu Feb 22 13:05:14 2024

Creation Time
Raid Level

Array Size :
Used Dev Size :
Raid Devices :
Total Devices :
Persistence :

Update Time :
State :

Active Devices :
working Devices :
Failed Devices :
Spare Devices :

Layout :
Chunk size :

Consistency Policy :
Name :

UUID :
Events :

Number  Major
0 7
1 7
- 0
$ # WhE AL

1.2

raid5

2093056 (2044.00 mMiB 2143.29 MB)
1046528 (1022.00 MiB 1071.64 MB)

3
2
Superblock 1is persistent

Thu Feb 22 13:05:19 2024
clean, degraded

S O NN

Teft-symmetric
512K

resync

hostname:0 (local to host hostname)
3e4455f5:65e4251c:b21c1c81:13b44a8b

18

Minor RaidDevice State
0 0 active sync
1 1 active sync
0 2 removed

$ truncate -s 1G md3.img

$ sudo Tosetup /dev/loop3 md3.img

$ sudo mdadm --add /dev/md0 /dev/1oop3
$ sudo mdadm --detail /dev/mdO

/dev/md0:

version :
Creation Time :

Raid Level

Array Size :
Used Dev Size :
Raid Devices :
Total Devices :

Persistence

Update Time :
State :

Active Devices :
working Devices :
Failed Devices :
Spare Devices :

Layout :
Chunk size :

Consistency Policy :

1.2
Thu Feb 22 13:05:14 2024
raid5

2093056 (2044.00 MiB 2143.29 MB)
1046528 (1022.00 miB 1071.64 MB)

3
3

: Superblock is persistent

Thu Feb 22 13:52:32 2024
clean, degraded, recovering

R O w N

Teft-symmetric
512K

resync

/dev/1oop0
/dev/Toopl



Rebuild Status : 35% complete
Name : hostname:0 (local to host hostname)
UUID : 3e4455f5:65e4251c:b21clc81:13b44a8b

Events : 26

Number Major Minor RaidDevice State

0 7 0 0 active sync /dev/1oop0
1 7 1 1 active sync /dev/Tloopl
3 7 3 2 spare rebuilding /dev/1oop3

NnFTEE, JUERIERBMFEEHITA.

4. =BMHNE

XEBRER= RAID 1 FHITHESEERNZS:

$ sudo mdadm --stop /dev/md0
mdadm: stopped /dev/md0
$ sudo mdadm --misc --zero-superblock /dev/T1oop0 /dev/1oopl /dev/1oop3
$ sudo mdadm --create /dev/md0 --Tevel=1 --raid-devices=3 /dev/loop0 /dev/loopl
/dev/loop3
mdadm: Note: this array has metadata at the start and

may not be suitable as a boot device. If you plan to

store '/boot' on this device please ensure that

your boot-loader understands md/vl.x metadata, or use

--metadata=0.90
continue creating array? y
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/md0 started.
$ # M S NS ER
$ sudo dd if=/dev/urandom of=/dev/Toop0 bs=1M count=1 oseek=100
1+0 records 1in
1+0 records out
1048576 bytes (1.0 MB, 1.0 MiB) copied, 0.00406889 s, 258 MB/s
$ sudo bash -c 'echo check > /sys/block/md0/md/sync_action’
$ # 7 /proc/mdstat ] LLHE KL
$ cat /proc/mdstat
Personalities : [raid6] [raid5] [raid4] [raidl] [raidO]
md0 : active raidl loop3[2] Toopl[1l] ToopO[O0]

1046528 blocks super 1.2 [3/3] [uuu]
[ >.] check = 95.3% (998016/1046528) finish=0.0min

speed=249504K/sec

unused devices: <none>

$ # HTIATXREEIRD, Froa BRI R T

$ cat /sys/block/md0/md/mismatch_cnt # FREUA sk

4096

$ # mTRATARBZHEIA, TLEEE

$ sudo bash -c 'echo repair > /sys/block/md0/md/sync_action’
$ # 7E /proc/mdstat b nf LAG BE S I

$ cat /proc/mdstat

Personalities : [raid6] [raid5] [raid4] [raidl] [raidO]

mdO : active raidl loop3[2] Toopl[1l] ToopO[0]
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1046528 blocks super 1.2 [3/3] [uuul]
===========>.........] resync = 57.4% (601984/1046528) finish=0.0min
speed=300992K/sec

unused devices: <none>
$ # BESHE, mismatch_cnt FBRICFEIKR—A S EE
$ # WHPIT & check 5 mismatch_cnt HZAHN 0

5.0515= SMARTEE

[Ei5E SMART (SR A LAESEN 7 ERE 2 AIRERAS. EIRSas.L, WRAEREM RAID, (R smartct] &
ENINEIMIS AR RAID IzHlIeRENESLAVRREE., HIan FEaYpl+

$ sudo smartctl --scan

/dev/sda -d scsi # /dev/sda, SCSI device

/dev/sdb -d scsi # /dev/sdb, SCSI device

/dev/sdc -d scsi # /dev/sdc, SCSI device

/dev/sdd -d scsi # /dev/sdd, SCSI device

/dev/bus/4 -d megaraid,8 # /dev/bus/4 [megaraid_disk_08], SCSI device
/dev/bus/4 -d megaraid,9 # /dev/bus/4 [megaraid_disk_09], SCSI device
/dev/bus/4 -d megaraid,l10 # /dev/bus/4 [megaraid_disk_10], SCSI device
/dev/bus/4 -d megaraid,ll # /dev/bus/4 [megaraid_disk_11], SCSI device
/dev/bus/4 -d megaraid,12 # /dev/bus/4 [megaraid_disk_12], SCSI device
/dev/bus/4 -d megaraid,13 # /dev/bus/4 [megaraid_disk_13], SCSI device
/dev/bus/4 -d megaraid,14 # /dev/bus/4 [megaraid_disk_14], SCSI device
/dev/bus/4 -d megaraid,1l5 # /dev/bus/4 [megaraid_disk_15], SCSI device
/dev/bus/0 -d megaraid,8 # /dev/bus/0 [megaraid_disk_08], SCSI device
/dev/bus/0 -d megaraid,9 # /dev/bus/0 [megaraid_disk_09], SCSI device
/dev/bus/0 -d megaraid,10 # /dev/bus/0 [megaraid_disk_10], SCSI device
/dev/bus/0 -d megaraid,ll # /dev/bus/0 [megaraid_disk_11], SCSI device
/dev/bus/0 -d megaraid,12 # /dev/bus/0 [megaraid_disk_12], SCSI device
/dev/bus/0 -d megaraid,13 # /dev/bus/0 [megaraid_disk_13], SCSI device
$ sudo smartct] -a /dev/sdd # BT R RER BIBAE SUREEHIHHE R

smartct] 7.2 2020-12-30 r5155 [x86_64-1inux-5.10.0-21-amd64] (local build)
Copyright (C) 2002-20, Bruce Allen, Christian Franke, www.smartmontools.org

=== START OF INFORMATION SECTION ===

Vendor: AVAGO

Product: MR9361-8i

Revision: 4.68

Compliance: SPC-3

User Capacity: 1,919,816,826,880 bytes [1.91 TB]

Logical block size: 512 bytes
Physical block size: 4096 bytes

Logical Unit 1id: 0x600605b00f17786026223e2d33c1767b

Serial number: 007b76c1332d3e22266078170fb00506

Device type: disk

Local Time is: Sun Feb 11 18:40:45 2024 CST

SMART support is: Unavailable - device lacks SMART capability.

=== START OF READ SMART DATA SECTION ===
Current Drive Temperature: 0cC
Drive Trip Temperature: 0cC

Error Counter Tlogging not supported
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Device does not support Self Test logging
$ sudo smartctl -a /dev/bus/4 -d megaraid,8 # WINZEA]LLE S ESLHMLALE B

(AEEME

smartct] -a BYBIHFES IR APERSD: information section I smart data section,

Information section RERRIEARER, BREES. FHIS. FE. BHRES.

Smart data section MR T HEEAY SMART E8. HTBERERSHRCRIEISER, HEbAIESWEE
BEAME.

SMART RZFFIREEB, XYRMASE smartct] -t , FJLUEEARRSMINSEL (140 short,

long &)

Z4% smartmontools Zf5, BJLASH smartd fRSS (smartd.service B¢ smartmontools.service) , 1%
RESSER—RIVEEERERZN SMART (58, HEAIEN XM ENEER (EERRERER
T) . EAIA Debian $2{#H9 /etc/smartd.conf BIBHASTUT:

DEVICESCAN -d removable -n standby -m root -M exec
/usr/share/smartmontools/smartd-runner

/usr/share/smartmontools/smartd-runner & /etc/smartmontools/run.d/ FHIS{E, H
FECALRAEY 10mail SERRFAY mail e IEHME.

FECEFRIN -M test AILATESRIRTAENIHR

6. X2FUE

XJF RAID 0 EBIRIACE (E4E RAID 10/01) , mdadm TEZHEHHESZA (388 mdadm superblock
1Y) BURRAINEER RAID, SEGIWT:

sudo mdadm --build --assume-clean -c 128 --level=0 --raid-devices=8 --
si1ze=195364584 /dev/md0 /dev/mapper/diskl /dev/mapper/disk2 /dev/mapper/disk3
/dev/mapper/disk4 /dev/mapper/disk5 /dev/mapper/disk6 /dev/mapper/disk7
/dev/mapper/disk8

PVEHRRZRINZSZ MtfFvmbr, FHEIBEO

vim /etc/network/interfaces

auto vmbrl
iface vmbrl inet static
address 192.168.1.200/24
bridge_ports enp2s0
bridge_stp off
bridge_fd 0
post-up ip rule add from 192.168.1.0/24 table 101
post-up ip route add default via 192.168.1.1 dev vmbrl table 101
pre-down ip rule del from 192.168.1.0/24 table 101
pre-down ip route del default via 192.168.1.1 dev vmbrl table 101
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BEM-TPING

Tinux:

ping -I <ethO> or <ethOIP> www.baidu.com
winl0:
ping -S <M-KIP> www.baidu.com

HZ3HNTP Server
1.(EAIX

timedatect] set-timezone Asia/Shanghai

2.ubuntuig&24h 8

Tocalectl set-locale LC_TIME="en_GB.UTF-8"

3.%[systemd-timesyncdfRs3, BhLESntpdihsE

sudo systemct] stop systemd-timesyncd
sudo systemct] disable systemd-timesyncd
sudo apt install -y ntp

sudo systemct] enable ntp --now

4.{€p&/etc/ntp.conf

# 1) oA
driftfile /var/lib/ntp/ntp.drift
leapfile /usr/share/zoneinfo/leap-seconds.list

# 2) FUEETEYR: F 3~4 AN, 3 A AN [FEIALAL / H s
pool 0.cn.pool.ntp.org iburst
pool 1l.cn.pool.ntp.org iburst
pool 2.cn.pool.ntp.org iburst
pool 3.cn.pool.ntp.org iburst

# ONFEAR, R O Al AT A Y A L XA R

# 3) vyt BRI
restrict -4 default kod notrap nomodify nopeer noquery
restrict -6 default kod notrap nomodify nopeer noquery

# VAN G AW E A /FD Crfl: 10.0.0.0/24)
restrict 127.0.0.1

restrict ::1

restrict 10.0.0.0 mask 255.0.0.0 nomodify notrap
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# 4) FEndEhl ik AUEIT D
# interface ignore wildcard
# interface Tisten ethO

# 5) BEAEH (k) . LHEEARNEFSE
# tos orphan 10

sudo systemct] restart ntp
sudo ufw allow 123/udp
sudo ufw reload

5. &TINSHNE

# R/
sudo systemct] status ntp
sudo ss -lunp | grep :123

# FIDRES LifsZk
ntpg -p -n

#ORHRLFE (g R
ntpstat

vimZEIESHFREIAM

G N &R %s/\r//9g

ZeroTierZZEREHMoonT = jliE

zerotier®E XL T JIAE 41 :

PLANET 1TREHMIRS %, zerotierSHMRIRS 2%, A HA. HndisH.
MOON TRZR4 4%, FF HEMAE RIS, LRI FEIEAER.
LEAF AHS T &AM, R 18 G B BZ M 248 LA 19 5

78 H4MOONIHL T B I B A M TP

ZEILEXIzerotierBRIAPLANET R R AR, EEHE
moon{ RHITIEE

windows: C:\ProgramData\zeroTier\One

Macintosh: /Library/Application Support/zeroTier/One (f£ Terminal "Ny
/Library/Application\ Support/zeroTier/0One)

Linux: /var/lib/zerotier-one

FreeBSD/OpenBSD: /var/db/zerotier-one

zerotier-idtool initmoon identity.public >>moon.json //4imoon.json3

B4 RRAY moon . json 44 ¥ "stableEndpoints™: [ 188, M ESECRIipibit N zerotierflimC
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nT:

{

"jd": "22f6cf7653",

"objtype": "world",

"roots": [

{

"identity":
"22f6cf7653:0:03577cdd2129d3f0e5d689e54a7c5a221d50e8b0497c745a85301276e8aadfbeael
0fal85913753b61f61926aa22cb6e72b285eb0f40c4efleeadldedd5e969a",

"stableEndpoints": ["192.168.192.88/9993"]

}

I

"signingKey":
"4224275d0a577dbf5a3e459f1b48c121b9dc943bf163329855a8cfcaf0519e36676878aaal984cbha
6552115felff766945611de0373b25a5dead4682c5c063f7",

"signingKey_SECRET":
"5227bd8e8341eflfea2a0c9f13090f3f64c54daf72fead040532b6eel70fa751841f5001df64e5d8
49e2b933391a0c056a4dc4al0feal212d32f214012f13dc74",

"updatesMustBeSignedBy":
"4224275d0a577dbf5a3e459f1b48c121b9dc943bf163329855a8cfcaf0519e36676878aaal984cba
6552115felff766945611de0373b25a5dead4682c5c063f7",

"worldType": "moon"

}

E=RE, HhiT:

zerotier-idtool genmoon moon.json

[/ REE R

# wrote 00000022f6cf7653.moon (signed world with timestamp 1550806005779)
// B3 T ERK T 0000002267653 . moonf (A4

mkdir moons.d //#rE il

mv 00000022f6cf7653.moon moons.d //#zh#Imoons . dCff%

killall -9 zerotier-one //HJj

zerotier-one -d

EEERAY 00000022F6cf7653 .moon EFIZIEEHEERY /var/1ib/zerotier-one/moons.d BR T, HE
JBzerotierfRs

B E{#EFE zerotier-cli orbit 22f6cf7653 22f6cf7653 FMOONTAIIAZIZFiHTs M L
Bfgzerotier/EZE zerotier-cli listpeers

TR, MERVIBFEEAERSH FE 99938Judpthuy

NBE(FATCPEHTHYE:

Linuxi&ggE&4=: /var/lib/zerotier-one/local.conf

Windowsi&#: c:\ProgramData\ZeroTier\One\local.conf

Macig#g: /Library/Application Support/ZeroTier/One/local.conf

INLA T EC B A SR TCPAR4k:



"settings": {
"forceTcpRelay": true

RFIEERzerotierfRSEZENA]

i S1T7B5Ichromefisocks5

"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --show-app-Tist
proxy-server="S0CKS5://127.0.0.1:7090"

pyinstall¥]J&
IS RNSEAE

IE R EAEaiohttp, FETE
pyi-makespec -w xxx.py
pyinstaller -D xxx.spec

pyinstaller -F server.py -n server #X#E5ERAER— IS4
# -*- mode: python -*-

block_cipher = None

a = Analysis(['server.py'],
pathex=['/Users/tony/Downloads/www/rowsea'],
binaries=[],
datas=[('./app/hyy/static', 'app/hyy/static'),

('./app/hyy/templates’', 'app/hyy/templates')],
hiddenimports=["app', 'app.hyy', 'app.hyy.config', 'app.hyy.urls',

'app.hyy.alembic'],
hookspath=["'"],
runtime_hooks=[],
excludes=[],
win_no_prefer_redirects=False,
win_private_assemblies=False,
cipher=block_cipher,
noarchive=False)

pyz = Pyz(a.pure, a.zipped_data,
cipher=block_cipher)
exe = EXE(pyz,
a.scripts,
(1,

exclude_binaries=True,
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name="'server',

debug=False,

bootToader_ignore_signals=False,

strip=False,

upx=True,

console=True )

coll = COLLECT(exe,

a.binaries,
a.zipfiles,
a.datas,
strip=False,
upx=True,
name="'server"')

tcpdumpili@header

tcpdump -i br0 port 5850 -s 1024 -1 -A

tcpdump tcp -i ethl port 443 -s 0 -1 -A -w ./target.cap

(Dtcp: ip icmp arp rarp 1 tcp. udp. icmpiXEeiIiEE TR L —NSEAE, R ISR
et

(2)-1 ethl : HiM&Ed#ethlmfy

B)-t : AERETEE

(4)-s 0 : IUEHCEIE R BOAIECK E N68 7. b-S 0 J&n] LTS8 1 s &

(5)-c 100 : H¥IMHL100/ st

(6)dst port ! 22 : APUHCH brdi 222 55

(7)src net 192.168.1.0/24 : HE M LNE8192.168.1.0/24

(8)-w ./target.cap : fRfFEkcapxft, JiffHethereal (Biwireshark) 4

linux FgrepiB|JHERISERLZZNAS

grep -rn --include="*.tp1"' "basket"

linux ;5% lastflllastbMhistory

TR R bk R G ()i 5
echo "">/var/log/wtmp #&E%last MCHEAAST RS LAY, AT %) p%%(E B

T 8 Bl R 40 R MO
echo "">/var/log/btmp #&E%lasth MCFERGAITIFRIELRS , W&F HERE F8

TEBR DT AT A A
history -c # &% RPdTdn

linux ssh fEpksocks5{CIE

ssh -D10000 root@101.0.20.11 -p 1821
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ubuntu ZM-REt &I ERSH

network:
ethernets:
enp3s0:
addresses:
- 192.168.1.253/24
gateway4: 192.168.1.1
nameservers:
addresses:
- 223.5.5.5
search: []
enp2s0:
addresses:
- 10.140.217.253/23
routes:
- to: 10.0.0.0/8
via: 10.140.216.1
version: 2

linuxSEIRINRI-=bond B4
1.4

SR -RYBER—IPHEUERIIMNEMIRSS, STLASEIES R AaE Rdtdl, EERAMRMN-RIRER—IPith
WRARILARY, E@idbonding, EEFA—RI-RIIIMEMLERE, YIIEM-REIESCIERIMACHELE

2.Bonding T{Et&Ez0
LinuxM-=EBEHLEMELL, HBIRMTER:
e mode=0 round-robin#ifjZkE&(Round-robin policy)
e mode=1 active-backupFE&EHHE(Active-backup policy)
e mode=2 load balancing (xor)&aZkH&(XOR policy)
e mode=3 fault-tolerance (broadcast) #&5kH&(Broadcast policy)
e mode=4 lacp IEEE 802.3ad &P HEER S (IEEE 802.3ad Dynamic link aggregation)
e mode=5 transmit load balancingi&Ecz8{EitaEiaE (Adaptive transmit load balancing)
e mode=6 adaptive load balancingi&ficggfaziig(Adaptive load balancing)

2.1 round-robinfgif) 5EHE

cat /proc/net/bonding/bond0

Bonding Mode: load balancing (round-robin)

RN, BB T HOIIERIRES, BE LAy S AR ER RIEIROL, FETper packet iRk, RIS
RS — AN EOR A . XBEAIFALE TN 7 sE, RN SCREAERRE ), AR R, SRR E T IE R
Bk b AT, THENIRTEEREERA D, fciscot bl Enlport channel
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2.2.active-backupEFEEHg

AR IR B 5 A

cat /proc/net/bonding/bond0

Bonding Mode: fault-tolerance (active-backup)

BT, — Ao HAT IRE, —METRRE, PraREHEE R R BB, SRR S AR
. M D downdsiiy, & I RS RN EprimaryM+, Fprimary™ - HILHE, )iz
#MR, primaryM-REEE, WEESNEY . RN §F AN 0 S

2.3.load balancing (xor)5&ak kA

AR IR B S A

cat /proc/net/bonding/bond0

Bonding Mode: load balancing (xor)

T, I ER HArmactithashF 7k ffixo r Bk PR, SR it o 753 2 08 R e 0 o 1 B s 2 AN
—/NEOLERSE. fibalance-rr—#f, AL C 7 EREACE N “port channel”.

ERERNR, AEBXMEE, R rA R EEA HsmackRE € 1, il PO, RERTA 0 S A
WA 2 E— WG, IBAMRIEXEAXNRIR, 5 REFEE RS — B2 E—%, As—KEERA2E
A HER R, BARXFEAREETEZPELT .

2.4.fault-tolerance (broadcast)] iE5RAS

cat /proc/net/bonding/bond0

Bonding Mode: fault-tolerance (broadcast)

XA AR A — MRS EHI P bond T RIPIANME L0 A& 250 A XSS AR R FATEGEA
FMEf B XA R BB E RS

N pingld BATUE S, EKMBRARRGZ, R MROURS S ZHIP 00 BN A LB %, SBE
PIG B R ARC, BRI AR A R BN 2% TR ROR . R4s Mg N tad, B T —de 55 2w n] H A
BT, GIUNRACHILBERIZE, I REA —EMHERT

2.5.lacp IEEE 802.3ad FSHEISEES

AR IR N 248 5 2 A U [

cat /proc/net/bonding/bond0

Bonding Mode: IEEE 802.3ad Dynamic 1link aggregation

MR EH T IEEE 802.3ad Dynamic link aggregation (Zh&HEEERE) WY, EF0HiZHML /44,
TEA AT Z BT I SCE A BT 2.

IS, BERGEMAHENA SR AN REH, ER—REGH T O F R R R R T e 331
Z45iMR#E802.3ad il Zslave MRIELE—NREULT . REHMIMNIEEIE LT —T) LN -R 24k
TH4hash 0%, 1Z5ERS AT LU xmit_hash_policy M B FIXOR  HEs AR 1) HoAh 5

ZAR A B A

- ethtool ZHP3REFAsTave HHEZEHA LHE:

- M ZIFIEEE 802.3ad Dynamic 1link aggregation.

REZHAHN T EL S e il E A e #7802 . 3ad .
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2.6.transmit load balancingi&Etss & RF19E

cat /proc/net/bonding/bond0

Bonding Mode: transmit load balancing

XA M Toad balancing (xor) RESEmS M LACPELR fThashSEms X 2B, £ 1 shRHE X i IMACHE
W ERE, BRI E AR R . AARZAAET, T R ERSEARE . AR R AS
Toad balancing (xor) W& —HEH—kE, A0S SHMACHIRE R ME—], AR IS R, IAMHRT
bond ik i A % A mac, 1A LU FHbond04% M ffimac. Tof S Hpl S #F

2.7.adaptive load balancingi&tgsfa g

AR IR S R — 5.

cat /proc/net/bonding/bond0

Bonding Mode: adaptive load balancing

ARk T balance-t1biENE 45 A3 AN DhRe sk, [FIS N 80X TPVA SIS 1 f . el ot
IS 2 I ARPED R SEIL . TERFATARPER T AL AR, bond BBl i im A A Hh I ma bbb BEAT 9852, X FEM
7] — o & HH AR, FEAR b o — B[R] — R R R . A R s BRI R, T R AN [F] R A R T
FORFAT R X P T S T U S AR . AR R TG R A L SR

3.Bc&bonding
3.1 BiAER Fhondingi&RiQBEHEMNE, F5EMFbondingiHEiR

[root@c2 ~]# Tsmod |grep bonding
[root@c2 ~]# modprobe bonding

[root@c2 ~]# Tsmod |grep bonding
bonding 152656 O

3.2 FiiEbond ORI ECE S

[root@c2 ~]# cat /etc/sysconfig/network-scripts/ifcfg-bond0
DEVICE=bond0

NAME=bondO

TYPE=Bond

BONDING_MASTER=yes
IPADDR=192.168.0.100
NETMASK=255.255.255.0
GATEWAY=192.168.0.1

DNS1=8.8.8.8

ONBOOT=yes

BOOTPROTO=none
BONDING_OPTS="mode=0 miimon=100"
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3.3 Weth0, eth1fIEEE 4

[root@c2 ~]# cat /etc/sysconfig/network-scripts/ifcfg-eth0
NAME="eth0"

DEVICE="eth0"

ONBOOT=yes

BOOTPROTO=none

TYPE=Ethernet

MASTER=bond0

SLAVE=yes

[root@c2 ~]# cat /etc/sysconfig/network-scripts/ifcfg-ethl
NAME="ethl"

DEVICE="ethl"

ONBOOT=yes

BOOTPROTO=none

TYPE=Ethernet

MASTER=bond0

SLAVE=yes

3.4 brofic&

[root@c2 network-scripts]# cat ifcfg-bro
TYPE=Bridge
BOOTPROTO=static
PEEDNS=yes

NAME=brO0

DEVICE=bro0

ONBOOT=Yyes
IPADDR=192.168.0.100
NETMASK=255.255.255.0
GATEWAY=192.168.0.1
DNS1=8.8.8.8
USERCTL=no

3.5 EFNEMEEE

[root@c2 ~]# nmcli connection reload
[root@c2 ~]# systemct]l restart network.service

3.6 EFbondinglkE

[root@c2 ~]# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.7.1 (April 27, 2011)

Bonding Mode: adaptive load balancing
Primary Slave: None

Currently Active Slave: ethl

MII Status: up

MII Polling Interval (ms): 100

Up Delay (ms): O
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Down Delay (ms): O

STave Interface: ethl

MITI Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 00:0c:29:ba:03:9e
Slave queue ID: O

3.7 HBRRI-=

nmcli con show
nmcli con delete teamO
systemct] restart network

4. WM-<EcEteamPPELLL

FETEFIMETESRBVMELULEFAE, FANERANEMERIN, TENSNM-RHITE
B, BREgERASbondfIteam, teamEcentos7H>TIFH, MHEEFNIREMERS T bond, FIttRERA
teamXISNM-EHITEHE. BEHIEIIRRAILERFRAens7f0fens7f 1 EEEL BT :

4.1, BgEHens7f0

[root@locaThost network-scripts]# cat ifcfg-ens7f0
NAME=ens7f0

DEVICE=ens7f0

ONBOOT=yes

DEVICETYPE=TeamPort

TEAM_MASTER=teamQ

TEAM_PORT_CONFIG='{"prio":9}"'

4.2. ficEBens7f1

[root@localhost network-scripts]# cat ifcfg-ens7fl
NAME=ens7f1l

DEVICE=ens7fl

DEVICETYPE=TeamPort

ONBOOT=Yyes

TEAM_MASTER=teamQ

TEAM_PORT_CONFIG={"prio": 10,"sticky": true}
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4.3, ficEEteam0

[root@locaThost network-scripts]# cat ifcfg-team0
DEVICE=team0

NAME=teamO

DEVICETYPE=Team

TEAM_CONFIG='{"runner": {"name": "activebackup"},"link_watch"
"ethtool","delay_up": 2500, "delay_down": 1000}}"'

ONBOOT=yes

BRIDGE=bro0

4.4, FEcEbro

[root@locaThost network-scripts]# cat ifcfg-br0
TYPE=Bridge
BOOTPROTO=static
NAME=br0

DEVICE=br0

ONBOOT=yes
IPADDR=192.168.217.12
NETMASK=255.255.255.0
GATEWAY=192.168.217.254
DNS1=119.29.29.29
DNS2=8.8.8.8

4.5, EENMFRIE

[root@locaThost network-scripts]# teamdct] team0 state view
setup:
runner: activebackup
ports:
ens7f0
Tink watches:
Tink summary: up
instance[Tink_watch_0]:
name: ethtool
Tink: up
down count: 0O
ens7fl
Tink watches:
Tink summary: up
instance[Tink_watch_0]:
name: ethtool
Tink: up
down count: 0O
runner:
active port: ens7f0

Eitt, B teaminHARCETE, STUFTIHAEE

: {"name":
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. e

firewallE B Sh{EE
. B0
1. 5 dmz FBIRIHESIFaIFHNIR L

# firewall-cmd --zone=dmz --Tist-ports

2. 78 tep i 8080 & dmz 43l

# firewall-cmd --zone=dmz --add-port=8080/tcp

3. AIFESBERY udp imAZE public K31, FRAER

# firewall-cmd --zone=public --add-port=5060-5059/udp --permanent
2. WHEDO

1. 5 public zone FFEM-£

# firewall-cmd --zone=public --Tist-interfaces

2. %% ethO0 702 public zone, KA

# firewall-cmd --zone=public --permanent --add-interface=eth0

3. eth0 7Z7E5 public zone, ¥EiZM-KIHIIZE work zone, FHIEZM public zone hffips

# firewall-cmd --zone=work --permanent --change-interface=eth0

4. & public zone #EY eth0, KA

# firewall-cmd --zone=public --permanent --remove-interface=eth0
3. EMRS

1. %00 smtp BRSSZE work zone

# firewall-cmd --zone=work --add-service=smtp

2. #8B& work zone #fY smtp RS

# firewall-cmd --zone=work --remove-service=smtp

4, [BgE external zone Hf ip itk {hZE

1. 858
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# firewall-cmd --zone=external --query-masquerade
2. ¥TFHRE

# firewall-cmd --zone=external --add-masquerade
3. XA

# firewall-cmd --zone=external --remove-masquerade

5. FEoE public zone AYiROA

1. ETHRO%ER, WEES

# firewall-cmd --zone=public --add-masquerade

2. SRIEHEK tep 22 RO Z 3753

# firewall-cmd --zone=public --add-forward-port=port=22:proto=tcp:toport=3753
3. ¥R 22 imAEEES— ip FEERAE

# firewall-cmd --zone=public --add-forward-
port=port=22:proto=tcp:toaddr=192.168.1.100

4. 58k 22 imOURES— ip 89 2055 s Lk

# firewall-cmd --zone=public --add-forward-
port=port=22:proto=tcp:toport=2055:toaddr=192.168.1.100

6. figE public zone iy icmp
1. BB icmp X5

# firewall-cmd --get-icmptypes
destination-unreachable echo-reply echo-request parameter-problem redirect
router-advertisement router-solicitation source-quench time-exceeded

2.5

# firewall-cmd --zone=public --Tist-icmp-blocks

3. 30 echo-request FFiffk

# firewall-cmd --zone=public --add-icmp-block=echo-request [--timeout=seconds]
4. #8k& echo-reply 5t

# firewall-cmd --zone=public --remove-icmp-block=echo-reply
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7. IPHE (ZIEHEIEHNBERSHY)

# firewall-cmd --permanent --add-rich-rule="rule family="ipv4' source
address='222.222.222.222" reject" HAIP

# firewall-cmd --permanent --add-rich-rule="rule family="ipv4' source
address="'222.222.222.0/24"' reject" IPE

# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source
address=192.168.1.2 port port=80 protocol=tcp accept" EANIPHIEA I [

ENMEERIBERZM. F—NP, f1I—NmE reject 3548 accept 7IF
1R, BAMPATLUEY ipset REIZE ip
1 . AR |p

EXES

# firewall-cmd --permanent --zone=public --new-ipset=blacklist --type=hash:ip
# firewall-cmd --permanent --zone=public --ipset=blacklist --add-
entry=222.222.222.222

2. HEMER

# firewall-cmd --permanent --zone=public --new-ipset=blacklist --type=hash:net
# firewall-cmd --permanent --zone=public --ipset=blacklist --add-
entry=222.222.222.0/24

3. BN ipset HLU

# firewall-cmd --permanent --zone=public --new-ipset-from-
file=/path/blacklist.xml

4. SRFEEIZE blacklist

# firewall-cmd --permanent --zone=public --add-rich-rule='rule source
ipset=blacklist drop'

8. IPEIZHiRO]

# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source
address=192.168.1.2 port port=80 protocol=tcp accept"

H33$192.168.1.2iX MPRAEERIFS0IROIGIE  (FEHIHEREIE accept AL reject. MIBRIZIRNIE -
add-rich-rule %Ak -remove-rich-ruleBla])

# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source
address=192.168.1.2/24 port port=80 protocol=tcp accept"”

HX$192.168.1.2IXNMPEE REEFIF80UR A (FELIBIRIRTFEIE accept #26% reject. MHBRIZANIAE -
add-rich-rule X -remove-rich-ruleB=])
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9. INWI-RAIRING-RASZEH K ERRE

# firewall-cmd --permanent --zone=public --add-interface=ethl
2 Mp-E-zone=publicBRIA X1

# firewall-cmd --permanent --zone=trusted --add-interface=eth2
RIIRI-R-zone=trusted @3EIEXIT AJEZFIARIRARIERE

10, EFIFEALIEWS

# firewall-cmd --reload

linuxEREKXTF2TEEHSX

TEHRERSE

1, BREAE A 5 DX B«
#EN: #parted /dev/sdb
#F: (parted) p

M. (parted) rm 1
(parted) rm 2

2, KA R R gptiig X (K uparted R A4t gptig KR AL T )

. (parted) mklabel gpt

WEBHAONTB: (parted) unit MB (GB, TB)

4X: (parted) mkpart primary 1 500 (45— F4rX500MB)

X: (parted) mkpart primary 501 1000 (43% — 44X 500MB)

4r[X: (parted) mkpart Togical 1001 2000 (43 =4~ %44 X1000MB) (partedffliZiE s XA
Ry BaX, HE—SHM)

#E: (parted) p

B (parted) quit ( parteds X HEIMEFE, RNHFIHHESF )

3, LA IX

# mkfs -t ext4 /dev/sdbl

4, HHK

# mount /dev/sdbl /mnt

5, LA BhHEEK:

# echo “/dev/sdbl /mnt ext4 defaults 0 0” >>/etc/fstab

IvmiRINFRR S8

fdisk /dev/vda

n # g

p # EHIX

FZE # RAFTXS
B2 # BINTFIRAE
% # BRINGRALE
t # fEES Xk
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L # FIHArigks
8e # fawislLvm
w # {RAFEAE

reboot

B FN5) X

pvcreate /dev/sda3

vgextend centos /dev/sda3

vgcreate VGroup00 /dev/sdb (BI&#KIvg)

Tvcreate -1 +100%free -n LVo100 VGroup00 (fJ&Tv)

BATEB LR M
vgdisplay

TR SE PR RN G N, L an IR IR FF 15 In40GB .
Tvresize -L +40G /dev/mapper/centos-root

RIGANEY B AR

resize2fs /dev/mapper/centos-root
WAETIE, BT

xfs_growfs /dev/mapper/centos-root

R, BEREMNER
df -Th

swapd & Ja kgL
swapoff /dev/mapper/centos-swap

lvresize -L + 10G /dev/mapper/centos-swap

mkswap /dev/mapper/centos-swap
swapon /dev/mapper/centos-swap

npm{ZXEIRIER ZZRelectron

FIFFnpmAYBCE U

npm config edit

EEEME TE/VMEERII LR TRNREREMXVREE, gl

proxy=http://127.0.0.1:10807/

https-proxy=http://127.0.0.1:10807/

registry=https://registry.npmmirror.com
electron_mirror=https://cdn.npmmirror.com/binaries/electron/
electron_builder_binaries_mirror=https://npmmirror.com/mirrors/electron-builder-
binaries/

IESURIBUEAE R NPM 55

npm config set registry https://registry.npmmirror.com

IEREERBHE R E SR


af://n360

npm config set registry https://registry.npmjs.org/
npm¥&EetEzR current user("nobody") does not have permission'gIfER

npm -g config set user root

linux TESIZEHFIREES

HHENFHLY S
dmidecode | grep "Product Name"

yum install smartmontools
#EFEMEA IS
smartct]l --all /dev/sda

#B A cpulil s
cat /proc/cpuinfo

# BB WA
dmidecode | grep -Al6 "Memory Device$"

linuxiEFKimgIHE T XK
| HEEimgiaE

Tosetup -fP --show your_image.img

2 BimgXHFF KD AREFZK)

# fERJENRIN1GB

dd if=/dev/zero bs=1IM count=1024 >> your_image.img
# FEPEErIX R

losetup -c /dev/1oop0

L IFE XK I\(ERAparted)

parted /dev/1oop0

(parted) print

# WFEERN S XmS (Bl 2)

(parted) resizepart 2 100% # ¥254r X KFIK)E
(parted) quit
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+ FBUERFEKX

X Fext X/ RS

e2fsck -f /dev/loopOp2 # K&H &MD XRS5
resize2fs /dev/ToopOp2 # ¥#

X+ xfs At R4

mount /dev/loopOp2 /mnt
xfs_growfs /mnt

s EERRIR

Tosetup -d /dev/1oop0

mysql5.7/8.0ixf= i R (Er S

B /etc/my.conf, ¥l
bind-address=0.0.0.0

PRARMATAT F AL Bmy s 1 R 525 11

GRANT ALL PRIVILEGES ON *.* TO 'H /P4 '@'#MMIP' identified by '123345' WITH
GRANT OPTION ;
B

update user set password=PASSWORD('123456') where user='root';

flush tables;

flush privileges;

B BRI T4

[mysql]

# WEmysql & il b
default-character-set=utf8mb4

[mysqld]

# VRN
max_connections=200

# M55 umBlut f84mhd
character-set-server=utf8mb4
# BOAEE
default-storage-engine=INNODB

[cTient]
#UE R P gD
default-character-set=utf8mb4

mysql 8.0 ML
CREATE USER 'root'@'%' IDENTIFIED BY 'root';
GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' WITH GRANT OPTION;

#ETF e ) 2R
grep 'temporary password' /var/log/mysqld.log
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mysq18.0 MEBCOAEYML SR IHIRANE 7 bify
1. &AEmysq U H BRI
use mysql;
select user,host,plugin,authentication_string from user;
2. [BEmy.cnf3efh, @sin
[mysqld]
default_authentication_plugin=mysql_native_password
3. HJjamysql
systemct] restart mysqld
4. B AFT RIS e 20
ALTER USER 'root'@'Tocalhost' IDENTIFIED WITH mysql_native_password BY
'passwd’;
FLUSH PRIVILEGES;

UbuntuBEfENX SystemctifRSSiIF

ubuntufsystemctl BIA—AZFHIFE: /etc/systemd/system/
HRTXFERMZEERYS S

*service # PR unitSfE
*target  # FFHLBunit
ubuntufIE— MNRSE LA serviceER, —iRE5 793885 [Unit]. [Servicelf[Install]

vim /etc/systemd/system/xxx.service

[Unit] # FERMS U

Description=test # fAjAIRIRS

#After=network.target # HRIRSS I, RRAMRE T EEnetwork/ik% B 3G HE)

#Before=xxx.service # FRoNTEELAFLRS Bshz i a5, AfterfiBefore B R I g sl

Fes AR A -

[service]l # %X

Type=forking # FofEaiBITEA.
User=user # WHERSETIHP
Group=user # WERSEITHIH A

KiTlMode=control-group  # & Xsystemdinfi{sikik%
PIDFile=/usr/local/test/test.pid # TR PIDMIAE%} AT

Restart=no # ERSHFEEH S, systemdiWE G X, BINEAEE
ExecStart=/usr/local/test/bin/startup.sh # ME B4, i wEgx iR
PrivateTmp=true # IR IR 53 AL IR I I =25 ]
[Install]

wantedBy=multi-user.target # ZH|

phpZ3Ecomposer

yum -y update
yum install php-cli php-zip wget unzip
php -r "copy('https://getcomposer.org/installer', 'composer-setup.php');"

php composer-setup.php --install-dir=/usr/local/bin --filename=composer
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